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 The rapid advancement of computer networks offers substantial benefits but also introduces 
growing cybersecurity risks. Cyber-attacks are increasing in both frequency and sophistication, 
demanding continuous improvements in security systems. Consequently, intrusion detection 
technologies are being actively researched and optimized to enhance threat detection and 
prevention capabilities. In particular, Machine Learning (ML) and Artificial Intelligence (AI) 
have become important tools in enhancing cyber-attack detection capabilities. One of the 
effective approaches in this field is Neighbor-Based Learning models, a group of ML 
algorithms that have proven useful in identifying malicious behavior in network traffic. In this 
study, we apply data preprocessing techniques such as Random Under Sampling to balance the 
dataset and Robust Scaler to reduce the effect of outliers, thereby improving model 
performance. Three classification algorithms are implemented, including k-Nearest Neighbors 
(k-NN), Radius Nearest Classifier (RNC), and Nearest Centroid Classifier (NCC), with the 
goal of evaluating their effectiveness in detecting cyber-attacks. Experimental results show that 
after hyperparameter tuning, the RNC model achieves the highest performance with an 
accuracy of 83.59%, demonstrating strong potential for building efficient and reliable intrusion 
detection systems. The findings not only contribute to improving detection performance but 
also suggest new research directions, particularly the integration of Neighbor-Based Learning 
with Deep Learning or Ensemble techniques to further enhance adaptability in real-time 
cybersecurity environments. 

 

 

1. INTRODUCTION  
The rapid evolution of computer networks has 

introduced significant advantages while simultaneously 
escalating cybersecurity risks. Cyber-attacks are not only 
increasing in frequency but also advancing in 
sophistication, employing stealthier techniques that evade 
conventional detection mechanisms. These threats pose 
severe risks to organizational infrastructure and individual 
data integrity. To combat these challenges, enterprises are 
increasingly deploying Intrusion Detection Systems (IDS), 
which employ real-time network traffic analysis and 
anomaly detection to identify and mitigate unauthorized 
access attempts proactively. 

Traditional IDS approaches—especially signature-
based systems—are effective against known threats but 
often fail to detect new or evolving attack patterns (Bace, 
2000; Gascon et al., 2011). To address this limitation, 
Machine Learning (ML) and Artificial Intelligence (AI) 
have emerged as promising tools for enhancing intrusion 
detection by enabling systems to learn from data and adapt 
to unseen threats (Ahmad et al., 2021; Vinayakumar et al., 
2019). Among ML techniques, distance-based classifiers 

provide a lightweight and interpretable alternative to 
complex black-box models. 

This study focuses on evaluating the performance of 
Neighbor-Based Learning models for Network Intrusion 
Detection Systems (NIDS). Specifically, we investigate the 
effectiveness of three supervised classifiers: k-Nearest 
Neighbors (k-NN), Radius Nearest Classifier (RNC), and 
Nearest Centroid Classifier (NCC). While these models are 
often considered simple, we hypothesize that, with 
appropriate data preprocessing and hyperparameter tuning, 
they can deliver strong results in intrusion detection tasks. 

To ensure fair and optimal evaluation, we apply a 
systematic preprocessing pipeline involving Random 
Under Sampling to address class imbalance and Robust 
Scaler to mitigate the effect of outliers. We then conduct a 
thorough comparison of the three models before and after 
hyperparameter tuning to assess their learning capacity, 
adaptability, and generalization performance. 

Our key contribution lies in demonstrating that even 
relatively simple models like RNC, when properly tuned, 
can outperform other classifiers in both accuracy and 
precision. This suggests that Neighbor-Based models 
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remain a viable option in modern NIDS, especially in 
scenarios where computational resources are limited. 

The rest of this paper is structured as follows: Section 2 
reviews related work on ML-based intrusion detection. 
Section 3 details the methodology and model 
configurations. Section 4 discusses experimental results 
and insights. Section 5 concludes with final remarks and 
future research directions. 

2. LITERATURE REVIEW 

A. The Evolution of ML in NIDS 
In recent years, many studies have highlighted the 

promising capabilities of ML techniques in the field of 
network intrusion detection. Kim and Pak (2023) 
emphasized that advances in ML have promoted the 
development of integrated feature-based systems that 
significantly enhance detection accuracy. Their findings 
are consistent with those of Alhayali et al. (2021), who 
emphasized that intelligent NIDS, driven by ML 
algorithms, offer effective solutions to overcome the 
limitations of traditional intrusion detection methods, 
especially related to low detection rates (Alhayali et al., 
2021). The general consensus is that ML not only 
improves the performance of NIDS but also provides 
adaptive solutions that are capable of learning from 
evolving attack patterns (Ahmad et al., 2020). 

B. Classification and Prediction in Intrusion Detection 
The classification capabilities of ML enable efficient 

classification of network traffic into normal and 
anomalous behaviors, facilitating the identification of 
potential intrusions. ML algorithms such as Support 
Vector Machines (SVMs), Random Forests, and Neural 
Networks have gained attention due to their reliability in 
extracting important features from complex data sets 
(Vanin et al., 2022; Ahmad et al., 2020). Furthermore, 
hierarchical organization of data in Software-Defined 
Networks (SDNs) enables centralized control and 
monitoring, which significantly enhances decision making 
in ML-enabled NIDS (Kumar & Alqahtani, 2023). Ahmad 
et al. (2020) assert that ML techniques play a vital role in 
reducing false positives while enhancing the overall 
detection capability of NIDS. Using a variety of 
classifiers, the researchers reported significant 
improvements in detection rates for different types of 
intrusions, thus addressing the challenges posed by 
increasingly sophisticated cyber threats. 

C. Using Datasets and Challenges 
The effectiveness of ML-based NIDS largely depends 

on the quality and representativeness of the datasets used 
to train these systems. Maseer et al. (2021) advocate 
benchmarking ML algorithms using standardized datasets 
to comprehensively evaluate their performance. However, 
many traditional datasets may not cover the entire 

spectrum of modern attack vectors, which can hinder the 
reliability and adaptability of NIDS (Daset al., 2022). The 
introduction of new datasets, such as UNR-IDD, aims to 
provide more comprehensive representations of network 
traffic, thereby improving model training (Das et al., 
2022). However, challenges related to dataset bias and 
scalability of these datasets remain significant barriers in 
the quest for robust NIDS. 

D. Ensemble Learning and Feature Selection 
The integration of Ensemble Learning techniques is 

emerging as a promising strategy to improve the accuracy 
and reliability of ML-based NIDS. Research has 
demonstrated that the application of ensemble methods, 
such as the use of multiple classifiers, can effectively 
reduce variance and increase the performance of IDS 
(Ibraheem, 2022; Hammood & Sadiq, 2023). 
Additionally, effective feature selection is crucial, as the 
multidimensionality of input features can significantly 
affect the performance of the model. Ling and Wu (2019) 
advocate feature selection strategies that emphasize 
techniques that reduce complexity while preserving 
essential information relevant to intrusion detection. The 
combination of ensemble learning and informed feature 
selection has resulted in notable advances in intrusion 
detection accuracy and efficiency. 

E. Deep Learning Approaches 
Deep learning (DL), a subset of ML, has recently been 

applied to NIDS with considerable success. Vinayakumar 
et al. (2019) describe how DL models can capture complex 
patterns in network traffic that conventional ML 
techniques may miss. With the application of deep neural 
networks (DNNs), researchers have reported 
breakthroughs in detecting previously unseen types of 
intrusions due to their ability to learn hierarchical 
representations of data. Furthermore, the dynamic learning 
capabilities of DL models allow them to adapt over time, 
improving their effectiveness against evolving threats 
(Lánský et al., 2021). However, despite the advantages of 
DL, the requirement for large amounts of labeled data and 
computational resources remains a challenge (Ahmad et 
al., 2020). 

F. False Alarm Handling and Detection Accuracy 
One of the pressing challenges in NIDS is to minimize 

the false alarm rate without sacrificing detection accuracy. 
Zeng et al. (2021) have shown that while rule-based 
systems tend to generate too many false alarms, ML 
methods can achieve higher detection accuracy by 
learning from historical attack patterns. Furthermore, the 
integration of causal ML techniques, although relatively 
new, shows promise in improving the understanding and 
reasoning behind detected intrusions, thereby improving 
the accuracy of NIDS (Zeng et al., 2021). Continuous 
iterative training and updating of ML models to respond to 
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new threats can further reduce the occurrence of false 
alarms (Ahmad et al., 2020). 

G. Real-time Intrusion Detection 
The need for real-time processing capabilities in 

intrusion detection systems has driven innovations in ML 
methodologies. Abdulhameed et al. (2024) proposed 
optimized models that can handle high network traffic 
loads while maintaining real-time detection capabilities. In 
situations where traffic volumes are high, detection speed 
becomes critical in minimizing potential damage in 
intrusion attempts. Research on concurrency and 
distributed processing has shown that by leveraging 
modern computing frameworks, NIDS can process data 
streams at unprecedented speeds, effectively combining 
speed with enhanced accuracy (Güney, 2023). However, 
ensuring that these systems remain scalable and maintain 
performance when demand is high remains a constant 
challenge. 

3. METHODOLOGY 

 
Figure 1.  ML workflow 

Fig. 1 shows the ML workflow we will use, which 
consists of six closely related cases ordered from left to 
right. The workflow has three main stages: cleaning and 
splitting data, model training and hyperparameter tuning, 
and evaluation. 

The dataset is collected from Kaggle, including 9537 
records, including 11 columns such as IP reputation score, 
failed logins, browser type, unusual time access... and a 
binary attack detection label. 

A. Cleaning and Splitting Data  
This process consists of four steps: Removing 

unnecessary columns, encoding categorical data, feature 
scaling data, and balance data. Proper data preprocessing 
can significantly improve model accuracy, robustness, and 
interpretability (Wong, Leung, & Ling, 2013; Karakatič, 
2020).  

First, unnecessary columns will be removed from the 
dataset to optimize the training process of the models. 
When unnecessary columns are discarded, the potential for 
misinterpretation and error in data processing diminishes, 
leading to more reliable analytical outputs. Study 

highlights that overfitting is a typical problem that arises 
when excessively high-dimensional datasets are used in 
ML tasks, ultimately leading to low performance outcomes 
due to noise in irrelevant features (Jeon & Oh, 2020). 

The second step is to encode the data into categories. In 
this step, columns in the data that are not in numeric form 
are converted to their corresponding numeric columns. 
This is a very important step because most ML models 
cannot take a non-numeric variable as an input value. Label 
Encoding will be the encoding method that the researcher 
uses, for example the table below for the browser type 
column: 

TABLE I.  LABEL ENCODING SAMPLE 

Original values Encoded values 

Chrome 0 

Edge 1 

Firefox 2 

Safari 3 

Unknown 4 

 

Tab. 1 shows how Label Encoding works, the algorithm 
will rearrange the non-numeric data in alphabetical order, 
and will encode in order from 0 to n-1 (𝑛 is the total 
number of unique values in the column). 

The third step is data balancing. Without this step, this 
imbalance can lead to biased predictions, where models 
may favor the majority class and ignore the minority class, 
ultimately affecting the performance of classification 
algorithms (Hayaty, Muthmainah, & Ghufran, 2020; 
Cenggoro et al., 2018; Gupta, Jhunjhunwalla, Bhardwaj, & 
Shukla, 2020). As the exploration of this domain 
progresses, it becomes increasingly clear that a 
multifaceted approach integrating sampling strategies, 
cost-sensitive learning, and proper performance metrics 
will yield the best results in overcoming the challenges 
posed by imbalanced data (Ruzgar & Chua, 2020; Khushi 
et al., 2021; Ahmadzadeh & Angryk, 2022). 

 
Figure 2.  Distribution of Attack Status in the dataset 
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Fig. 2 shows the distribution between the two output 
variables of the data. It is easy to see that the data is 
unbalanced. To rebalance the data, there are many ways to 
do it, but in this case, a random reduction of the majority 
class instances will be applied to match the number of 
minority class instances. This method, known as Random 
Under Sampling, is simple, easy to implement, and widely 
used. 

The fourth step in data cleaning and processing is 
feature scaling. But before scaling, it is also important to 
handle outliers. To streamline the process for both of these 
tasks, the Robust Scaler method is quite suitable. The 
Robust Scaler method standardizes the data by centering 
the data around the median, then scaling it by the range 
between the first quartile (𝑄1) and the third quartile (𝑄3), 
thereby significantly reducing the impact of outliers on the 
model performance (Sari, Stiawan, Afifah, Idris, & 
Budiarto, 2024; Begum, Rahman, & Omar Faruk, 2024; 
Al-Sayed, Khayyat, & Zamzami, 2023). The formula to 
calculate the transformed values for Robust Scaler is: 

	 𝑥′ =	
𝑥 − 𝑄1(𝑋)

𝑄3(𝑋) − 𝑄1(𝑋)
	 (1)	

Where 𝑥′ is original value, 𝑋 is the numerical attribute, and 
𝑄3(𝑋) − 𝑄1(𝑋)	is the interquartile range. 

The final step is to split the data into a training set and 
a test set. The training set will make up 80% of the data 
and the test set will make up the remaining 20%. This split 
is done completely randomly, effectively ensuring that the 
trained model can generalize far beyond the training set, 
thus improving its applicability in real-world scenarios 
(Rumala, 2023; Hou, Lo, Marks, Hwang, & Grimm, 
2024). 

B. ML Models and Hyperparameters 
1) k-Nearest Neighbors (k-NN): k-NN is based on the 

idea that the samples closest to the target sample 𝑦′ as the 
output label will provide useful label information (Kramer, 
2013). 
 

 
Figure 3.  Example of k-NN with k = 5. 

In Fig. 3, the new data point is predicted to belong to 
Class 2 because in the 5 closest points to the new data 
point, there are 4 points belonging to Class 2 and only 1 
point belonging to Class 1. To calculate the distance 
between the points, here we will use 2 distance functions: 
Manhattan and Euclidean. 

The Manhattan distance (𝑑𝑀) between two points 
𝐴(𝑥𝑎, 𝑦𝑎) and 𝐵(𝑥𝑏, 𝑦𝑏) has the following formula: 

 𝑑𝑀(𝐴, 𝐵) = |𝑥𝑎 − 𝑥𝑏| + 6𝑦𝑎 − 𝑦𝑏6 (2) 

 

 

Figure 4.  Example of Manhattan distance. 

In Fig. 4, Point 𝐴 has coordinates (2,3), point 𝐵 has 
coordinates (8,7). So, the distance 𝑑'	will be 10, and the 
path is as shown. Generalizing formula (2) for 
multidimensional data, the distance formula between 2 
points 𝐴(𝑎1, 𝑎2, . . . , 𝑎𝑛) and 𝐵(𝑏1, 𝑏2, . . . , 𝑏𝑛) is: 

	 𝑑𝑀(𝐴, 𝐵) =>|𝑎𝑖 − 𝑏𝑖|
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Where 𝑛 is the dimension of the data, also known as 
the number of features of the data set. 

Similar to Manhattan distance formula in (3), 
Euclidean distance (𝑑𝐸) is defined as follows: 

 𝑑𝐸(𝐴, 𝐵) = 	?>(𝑎𝑖 − 𝑏𝑖)2
𝑛

𝑖,1

	
(4) 

 

 
k and distance functions are the two most important 

hyperparameters of the k-NN algorithm. Effectively 
tuning the distance metric can significantly influence 
model accuracy depending on the dataset used. 
Appropriate distance functions help distinguish between 
classes more effectively, especially in high-dimensional 
spaces where feature scaling and standardization become 
critical (Assegie, Suresh, Purushothaman, Ganesan, & 
Kumar, 2023). 

2) Radius Nearest Classifier (RNC): RNC has a 
similar idea to k-NN, but instead of using the 𝑘 closest data 
points for classification, RNC will create a circle with the 
center being the coordinates of the data point 𝑦′ that needs 
to be classified, the radius is a real number 𝑟 which is also 
the hyperparameter of the model. RNC predicts by 
counting the largest number of classes in the circle and 
concluding that point 𝑦′ is that class. 
 

 
Figure 5.  Example of RNC 

Fig. 5 illustrates how the RNC model works. In this 
example case, there are 4 points belonging to Class 2 in 
the circle, only 1 point belonging to Class 1 is inside, so 
the new data point will be predicted as class 2. To 
determine whether point 𝑦𝑖 is inside the circle, we have the 
formula: 

 𝑑C𝑦′, 𝑦𝑖D ≤ 𝑟	 (5) 

 
Where 𝑑 is the distance function, 𝑦𝑖 is a point in the 

dataset.  
3) Nearest Centroid Classifier (NCC): This approach 

uses “denoised” versions of the centroids as prototypes for 
each class (Tibshirani, Hastie, Narasimhan, & Chu, 2002). 
 

 
Figure 6.  Example of RNC’ classification 

Fig. 6 illustrates the NCC algorithm for finding the 
centroids. First, we compute the centroids for each cluster 
of class 𝐶 using the formula: 

 𝜇𝐶 =
1
𝑁𝐶

>𝑥𝑖
𝑥𝑖∈𝐶

	 (6) 

 
Where 𝜇𝐶 is the centroid of class 𝐶, 𝑁𝐶 is the number 

of points in class 𝐶, and 𝑥𝑖 is the data points belonging to 
class 𝐶. 

Then, the distance between the point to be classified 𝑦′ 
and the centroid of each class 𝜇𝐶 will be calculated. The 
distance is calculated according to formula (3) or (4) 
above. The classification result will be the class with the 
smallest distance value. In NCC, the most common 
hyperparameter is the distance function, making it a 
relatively low-complexity model in Neighbor-Based 
learning methods. 

C. Evaluation methods (Metrics) 
In this paper, we will use the four most popular 

evaluation methods for classification models: Accuracy, 
Recall, Precision and F1-Score (𝐹1). These four methods 
are calculated based on the confusion matrix as shown in 
the table below:  

TABLE II.  CONFUSION MATRIX WITH 2 TYPES OUTPUT VALUES 

 Predicted value 
Actual value Positive Negative 

Positive True Positive (TP) False Negative (FN) 

Negative False Positive (FP) True Negative (TN) 

Class 1 Class 2 New Point

r

Class 1 Class 2 Centroid 1 Centroid 2 New Point
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These four evaluation methods have formulas based on 

the confusion matrix, each method will have its own 
advantages and disadvantages: 
 

 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁+ 𝐹𝑃 + 𝐹𝑁	
(7) 

 
 

 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 	
𝑇𝑃

𝑇𝑃 + 𝐹𝑃	
(8) 

 
 

 𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁	
(9) 

 
 

 𝐹1 =	
2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙 	 (10) 

 
If the primary concern is overall accuracy, then 

Accuracy is the right choice due to its simplicity and ease 
of interpretation. However, if the goal is to evaluate the 
performance of the model on specific data classes, 
Precision, Recall, and F1-Score are more appropriate 
metrics. Precision reflects the proportion of attacks that are 
correctly predicted, which helps reduce false alarms. 
Recall measures the ability to detect all attacks, reducing 
the risk of missing potential threats. F1-Score provides a 
balance between Precision and Recall, providing a more 
comprehensive view of the study. 

4. ANALYSIS AND DISCUSSION 

A. Before Hyperparameter tuning 

TABLE III.  RESULT BEFORE HYPERPARAMETER TUNING 
 

Accuracy Precision Recall F1 
k-NN 0.8165 0.8257 0.8165 0.8152 
RNC 0.6970 0.8059 0.6970 0.6673 
NC 0.7104 0.7110 0.7104 0.7102 
 
Based on the performance comparison of the three 

classification models k-NN, RNC and NC, it is clear that 
k-NN is the best performing model in this case. With the 
highest accuracy of 81.65%, along with the highest 
Precision, Recall and F1 score, the model maintains a good 
balance across all metrics and demonstrates stable 
classification performance. 

RNC, despite having a relatively high Precision 
(80.59%), showed significantly lower Accuracy and 
Recall (69.70%). This showed that while the model makes 
highly accurate positive predictions, it tends to miss many 
other cases, resulting in a lower overall performance. 

Meanwhile, NC achieves slightly higher Accuracy 
than RNC (71.04%) and maintains a fairly balanced 
Precision, Recall and F1 score. However, it is still less 
efficient than k-NN. 

In this case, if the goal is to have a model that 
outperforms all key metrics, then k-NN is the optimal 
choice. On the other hand, NC serves as an intermediate 
choice, providing a simpler model while maintaining a 
balance between different metrics. 

B. After Hyperparameter tuning 

TABLE IV.  RESULT AFTER HYPERPARAMETER TUNING 

  Accuracy Precision Recall F1 
k-NN 0.8247 0.8336 0.8247 0.8236 
RNC 0.8359 0.8745 0.8359 0.8315 
NC 0.7104 0.711 0.7104 0.7102 
 
After hyperparameter tuning, the RNC showed a 

significant performance boost, surpassing the other 
models. Its accuracy improved from 69.70% to 83.59%, 
while Precision increased from 80.59% to 87.45%. This 
dramatic enhancement suggests that RNC is highly 
sensitive to the radius parameter, which when 
appropriately chosen, allows the model to capture the 
optimal density threshold for class separation. 

In contrast, k-NN exhibited only marginal 
improvements, indicating that its performance was already 
near-optimal or less affected by the selected distance 
metrics. The NCC remained mostly unchanged, 
reinforcing the notion that its simplicity limits adaptability 
to complex decision boundaries even with tuning. 

These results emphasize that careful hyperparameter 
selection, particularly for RNC, can unlock significant 
performance gains in intrusion detection without the need 
for more computationally expensive models. 

5. CONCLUSION 
 Information security and safety are urgent needs in the 

context of cyber-attacks increasing in number and 
sophistication. To minimize risks and improve intrusion 
detection capabilities, we have studied in detail data 
preprocessing methods, to ensure the most optimal input 
for machine learning algorithms. At the same time, we 
apply Neighbor-Based Learning models, a group of 
algorithms based on the distance between data points for 
classification and anomaly detection. In addition, we also 
propose hyperparameter optimization methods, which help 
improve model performance, minimize errors and increase 
the ability to generalize on different data sets. 

With this proposal, the deployed intrusion detection 
system will support developers in enhancing the security of 
web applications, especially in cases where they miss or 
have not detected potential security vulnerabilities. The 
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system can serve as an additional layer of protection, 
helping to mitigate the risk of attack. 

In the future, we will continue to expand the research 
by testing on larger, more diverse datasets to ensure that the 
model can effectively detect various types of cyber-attacks. 
At the same time, we will combine Neighbor-Based 
Learning with DL techniques or Ensemble Learning 
methods to increase accuracy and adaptability in real-world 
environments. In addition, optimizing computational 
efficiency is also an important direction, to ensure that the 
system can detect intrusions in near real-time without 
affecting the performance of the network system. 

With these improvements, we expect that IDS will 
become a powerful tool, helping businesses and 
organizations improve their defenses against increasingly 
complex cyber threats. 
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