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 Detecting financial fraud in real time is an ongoing challenge due to the ever-evolving nature of 
fraudulent activities. Conventional fraud detection systems rely heavily on static machine 
learning models, which often struggle to adapt to emerging fraud patterns. Additionally, data 
privacy regulations and institutional constraints limit collaborative fraud detection efforts, as 
financial organizations are often unable to share sensitive transactional data. In this research, we 
introduce a real-time fraud detection framework that combines Adaptive Graph Neural Networks 
(GNNs) and Federated Learning (FL) to overcome these limitations. The GNN component 
dynamically models relationships within financial transactions, allowing the system to detect 
suspicious patterns as they emerge rather than relying on historical fraud markers. Meanwhile, 
federated learning enables multiple financial institutions to collaboratively train fraud detection 
models without directly sharing customer data, thus addressing privacy concerns. To enhance 
explainability and regulatory compliance, the proposed system integrates Explainable AI (XAI) 
methods, making fraud detection decisions more transparent. Experimental evaluations on 
benchmark financial datasets and real-world transactional data reveal that our approach improves 
fraud detection accuracy by 15–30% while reducing false positives compared to existing machine 
learning-based solutions. The findings highlight the potential of GNNs and FL in advancing fraud 
prevention strategies while maintaining data security and interpretability, making it a promising 
alternative to traditional fraud detection mechanisms. 

 

1. INTRODUCTION  

A. Background and Motivation 
The surge in digital transactions has intensified financial 
fraud risks, making fraud detection a top priority for 
financial institutions. Traditional fraud detection systems 
struggle to detect novel fraud patterns, as fraudsters 
continuously adapt their tactics. This paper presents an AI-
driven approach to real-time fraud detection, addressing 
these challenges using advanced graph-based learning and 
privacy-preserving AI. 

Data privacy is another major challenge in fraud detection. 
Due to strict regulations, financial institutions avoid 
sharing fraud data, which limits the development of global 
fraud detection systems[3]. Additionally, fraud detection 
models need to operate in real time, yet many existing 
solutions have high computational costs and are 
impractical for fast-moving financial transactions [4]. 

B. Limitations of Existing Fraud Detection Methods 
Despite advancements in machine learning and artificial 
intelligence (AI), current fraud detection systems face 
several challenges that limit their effectiveness: 

1. Lack of Adaptability – Traditional models are 
trained on historical data, making them 
ineffective in detecting new and evolving fraud 
patterns [5]. 

2. High False Positive Rates – Many systems flag 
legitimate transactions as fraudulent, leading to 
frustrated customers and operational 
inefficiencies [6]. 

3. Privacy Concerns – Financial institutions operate 
in strictly regulated environments (e.g., GDPR, 
CCPA) and cannot share sensitive transaction 
data, making it difficult to build collaborative 
fraud prevention systems [7]. 

4. Computational Complexity – Many fraud 
detection techniques rely on deep learning 
models that require vast amounts of labeled data 
and high computing power, making them 
impractical for real-time fraud detection [8]. 

5. Lack of Explainability – AI-driven fraud 
detection models function as black boxes, 
making it difficult for banks and regulators to 
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understand why a transaction is flagged as 
fraudulent, leading to compliance challenges [9]. 

C. The Role of Graph Neural Networks (GNNs) and 
Federated Learning (FL) 

To address these challenges, researchers have started 
exploring Graph Neural Networks (GNNs) and Federated 
Learning (FL) as innovative solutions for fraud detection. 

Graph Neural Networks (GNNs) 

Financial transactions naturally form interconnected 
networks, where fraudulent activity is often spread across 
multiple accounts, transactions, or financial entities. 
Graph-based models are particularly well-suited to 
detecting fraud because they analyze the structural 
relationships within transaction networks rather than 
looking at transactions in isolation [10]. Unlike 
conventional AI models that process transactions 
individually, GNNs can identify hidden patterns within 
financial networks, making them highly effective for 
anomaly detection in fraud cases [11]. 

Federated Learning (FL) 

One of the biggest hurdles in fraud detection is the lack of 
data sharing among financial institutions. Regulations and 
competitive concerns prevent banks from openly sharing 
fraud-related data, limiting the ability to build more 
accurate fraud detection models [12]. Federated Learning 
(FL) is a decentralized machine learning technique that 
allows multiple institutions to train a global fraud 
detection model without sharing raw data. Each institution 
trains a model locally, and only model updates—not actual 
transaction data—are shared, thus ensuring privacy [13]. 
FL allows banks to collaborate while preserving data 
confidentiality, leading to better fraud detection 
capabilities across institutions [14]. 

D. Research Objectives and Contributions 
In this paper, we propose a real-time fraud detection 
framework that combines Adaptive Graph Neural 
Networks (GNNs) and Federated Learning (FL) to 
improve fraud detection accuracy, scalability, and privacy. 
Our research makes the following key contributions: 

1. Development of a real-time, adaptive fraud 
detection system that leverages GNNs to capture 
evolving fraud patterns within large-scale 
financial networks. 

2. Implementation of a federated learning 
framework that allows financial institutions to 
train fraud detection models collaboratively 
without data sharing, ensuring privacy 
compliance. 

3. Integration of Explainable AI (XAI) methods to 
enhance transparency and regulatory compliance, 
helping financial institutions understand fraud 
detection decisions. 

4. Extensive experimentation and benchmarking 
using real-world fraud datasets, demonstrating 
superior performance in terms of accuracy, 
efficiency, and scalability compared to existing 
fraud detection methods. 

2. LITERATURE REVIEW 

A. Traditional Approaches to Fraud Detection 
Fraud detection has historically relied on rule-based 
systems, where predefined conditions and heuristics are 
used to flag suspicious financial transactions. These 
systems operate on static rules, such as threshold-based 
monitoring, geolocation checks, and velocity rules (e.g., 
detecting rapid withdrawals from different locations) [1]. 
While these methods were effective in detecting known 
fraud patterns, they lacked the ability to adapt to evolving 
fraud strategies. Fraudsters continuously modify their 
techniques to circumvent these static rule sets, leading to 
high false negative rates and financial losses [2]. 

To address these limitations, machine learning (ML) and 
statistical modeling were introduced to develop more 
sophisticated fraud detection systems. Techniques such as 
logistic regression, decision trees, and support vector 
machines (SVMs) became widely used to analyze 
transaction data and detect anomalies [3]. These methods 
demonstrated improvements over rule-based approaches 
by learning patterns from historical data rather than relying 
solely on pre-established rules. However, traditional ML 
models required extensive feature engineering and 
struggled with the complexity of high-dimensional 
financial datasets [4]. 

B. Machine Learning and Deep Learning for Fraud 
Detection 

Machine learning has played a significant role in modern 
fraud detection, with models such as random forests, 
gradient boosting (XGBoost), and k-nearest neighbors 
(KNN) being commonly applied in financial security 
systems [5]. These models utilize transaction history, user 
behavior, and account activity to distinguish between 
fraudulent and legitimate transactions. However, one of 
the biggest challenges in applying ML to fraud detection 
is the class imbalance problem—fraudulent transactions 
constitute only a tiny fraction of total transactions, leading 
to models that favor non-fraudulent cases [6]. 

To tackle this issue, researchers have explored data 
resampling techniques such as Synthetic Minority Over-
sampling Technique (SMOTE) to balance datasets, as well 
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as cost-sensitive learning to penalize misclassifications of 
fraudulent transactions [7]. However, these methods still 
struggle with detecting emerging fraud patterns, 
particularly in highly dynamic financial environments [8]. 

In recent years, deep learning (DL) has been explored for 
fraud detection due to its ability to automatically extract 
complex features from large-scale transaction data. 
Convolutional Neural Networks (CNNs) and Recurrent 
Neural Networks (RNNs) have been applied to sequential 
transaction data to identify suspicious activities [9]. 
Additionally, autoencoders and generative adversarial 
networks (GANs) have been employed for anomaly 
detection, learning the underlying distribution of 
legitimate transactions and flagging outliers as potential 
fraud cases [10]. 

Despite these advances, deep learning models present 
several limitations: 

• High computational cost, making real-time fraud 
detection impractical. 

• Lack of explainability, as deep neural networks 
function as "black boxes," making it difficult for 
financial regulators to interpret model decisions. 

• Dependence on large labeled datasets, which are 
often scarce in fraud detection due to the rarity of 
fraudulent transactions [11]. 

Given these shortcomings, researchers have turned to 
graph-based approaches to enhance fraud detection 
capabilities. 

C. Graph-Based Fraud Detection Methods 
Financial transactions naturally form network structures, 
where entities such as users, merchants, and banks are 
interconnected through transaction flows. In many fraud 
cases, criminals operate multiple accounts in coordination, 
forming fraud rings that are difficult to detect using 
traditional ML models. Graph-based fraud detection 
methods analyze these relationships to identify hidden 
fraud patterns that might not be evident from individual 
transactions alone [12]. 

Graph Neural Networks (GNNs) for Fraud Detection 

Graph Neural Networks (GNNs) have gained popularity in 
fraud detection because they can learn from the structural 
patterns of financial networks. Unlike traditional models 
that analyze transactions in isolation, GNNs utilize graph 
embeddings to capture contextual relationships between 
different entities in a transaction network [13]. 

Key advantages of GNN-based fraud detection include: 

1. Detection of complex fraud patterns by analyzing 
multi-hop relationships between accounts. 

2. Reduced dependency on labeled data, as GNNs 
can identify fraudulent behaviors based on 
transactional structure rather than explicit fraud 
labels. 

3. Better adaptability to emerging fraud tactics by 
learning dynamic network representations [14]. 

However, GNNs also face several challenges: 

• Scalability issues when applied to large-scale 
financial networks. 

• Vulnerability to adversarial attacks, where 
fraudsters modify graph structures to evade 
detection. 

• Cold start problem, where newly created 
accounts lack sufficient transaction history, 
making fraud detection difficult [15]. 

Despite these challenges, GNNs have shown significant 
promise in improving fraud detection accuracy, 
particularly when combined with real-time fraud 
monitoring systems. 

D. Federated Learning for Privacy-Preserving Fraud 
Detection 

One of the biggest barriers in financial fraud detection is 
data privacy. Due to regulatory policies such as the 
General Data Protection Regulation (GDPR) and the 
California Consumer Privacy Act (CCPA), financial 
institutions are restricted in sharing raw transaction data 
for fraud detection models [16]. As a result, many fraud 
detection models are limited to individual institutions, 
preventing the development of global fraud detection 
frameworks that can learn from fraud patterns across 
multiple banks. 

Federated Learning (FL) as a Solution 

Federated Learning (FL) is a decentralized machine 
learning approach that enables multiple institutions to 
collaboratively train fraud detection models without 
sharing sensitive data. Instead of transferring raw 
transaction data, FL allows banks to train models locally 
and only share encrypted model updates, preserving 
privacy [17]. 

Recent research has demonstrated the effectiveness of FL 
in fraud detection: 

• Hardy et al. (2021) showed that FL-based fraud 
detection models achieved comparable accuracy 
to centralized models while maintaining data 
privacy [18]. 

• Liu et al. (2022) developed an FL framework for 
credit card fraud detection, demonstrating 
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improved fraud detection rates across different 
institutions without compromising user privacy 
[19]. 

• Sun et al. (2023) introduced a secure FL 
architecture incorporating homomorphic 
encryption, enhancing fraud detection security in 
multi-bank collaborations [20]. 

However, FL still has challenges, including: 

• Communication overhead, as FL requires 
multiple rounds of model updates across 
institutions. 

• Model drift, where fraud patterns differ across 
financial institutions, making it difficult to create 
a universally effective model. 

• Potential security risks, as adversarial attacks can 
infer sensitive data from shared model updates 
[21]. 

Despite these limitations, FL remains one of the most 
promising approaches for enabling privacy-preserving 
fraud detection at a global scale. 

E. Research Gaps and Justification for Proposed 
Approach 

Research Area Gaps / Challenges 

Machine Learning in Fraud 
Detection 

Current ML models struggle 
with real-time fraud 

detection and require large 
labeled datasets. 

Graph-Based Approaches GNNs improve fraud 
detection accuracy but face 
scalability and adversarial 

attack issues. 

Privacy-Preserving Fraud 
Detection 

Federated Learning provides 
privacy benefits but has high 

communication costs and 
model drift. 

Explainability Existing fraud detection 
models lack transparency, 

making regulatory 
compliance difficult. 

To address these challenges, this paper introduces a Real-
Time Financial Fraud Detection Framework that 
integrates: 

1. GNNs for fraud pattern recognition in large 
financial networks. 

2. Federated Learning for privacy-preserving 
collaboration between financial institutions. 

3. Explainable AI (XAI) to improve interpretability 
and regulatory compliance. 

3. METHODOLOGY 

A. Overview of the Proposed Framework 
The proposed framework integrates Adaptive Graph 
Neural Networks (GNNs) and Federated Learning (FL) for 
real-time financial fraud detection. The core idea is to 
model financial transactions as dynamic graphs, where 
nodes represent users/accounts and edges represent 
transactions. GNNs are employed to learn hidden patterns 
in these transaction networks, while Federated Learning 
ensures that multiple financial institutions can 
collaboratively train the fraud detection model without 
sharing raw data. 

The key components of the framework include: 

1. Graph Construction: Representing financial 
transactions as a heterogeneous graph with 
multiple node and edge types. 

2. Graph Neural Network (GNN) Model: Capturing 
structural and temporal dependencies in financial 
transactions. 

3. Federated Learning (FL) for Privacy-Preserving 
Model Training: Enabling distributed learning 
across financial institutions while preserving data 
privacy. 

4. Explainability via Explainable AI (XAI): 
Improving fraud detection transparency using 
feature importance analysis. 

B. Graph Representation of Financial Transactions 
A financial transaction dataset is represented as a 
heterogeneous graph , where: 

•  is the set of nodes (representing accounts, 
merchants, banks). 

•  is the set of edges (representing transactions 
between entities). 

• Each node  has an associated feature 
vector  . 

• Each edge  has an associated transaction 

attribute   (e.g., transaction amount, time). 
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Graph Adjacency Matrix and Feature Matrix 

The adjacency matrix  of the transaction network is 
defined as: 

     

Each node  is associated with a feature vector   
containing user-level attributes such as: 

= [transaction frequency, average transaction amount, 
geolocation variance, …]  

Similarly, edges   have a feature vector   
containing transaction-specific attributes such as: 

=[transaction amount, 
time interval between transactions, device ID, …] 

C. Graph Neural Network (GNN) Model 
A Graph Neural Network (GNN) is employed to process 
the transaction graph and learn fraud detection patterns. 
The core idea is to apply message passing on the graph to 
aggregate information from neighboring nodes. 

Graph Convolutional Network (GCN) for Node 
Embedding 

The GCN updates node embeddings through the 
propagation rule: 

 
 

       (1) 
 

where: 

•  is the node embedding at layer . 

•   is the degree of node . 

•  and   are trainable weight matrices. 

•  is an activation function (e.g., ReLU). 

Edge Embedding for Transaction Classification 

To classify whether a transaction (edge) is fraudulent, we 
compute an edge embedding: 

                   (2) 
 

where  is a trainable function (e.g., concatenation 
followed by an MLP). 

The final fraud classification probability is computed 
using: 

       (3) 

where  and  are trainable parameters. 

D. Federated Learning for Privacy-Preserving Training 
Since financial institutions cannot share transaction data, 
we use Federated Learning (FL) to enable collaborative 
fraud detection model training. 

Federated Averaging Algorithm (FedAvg) 

Each financial institution iii maintains a local model   
and trains it on its own transaction data. The global model 
is updated using Federated Averaging (FedAvg): 

 
                     (4) 

 
where: 

•  is the global model at iteration . 

• is the number of financial institutions. 

•  is the number of transactions at institution . 

•  is the locally trained model at institution . 

After each training round, only model updates (not raw 
data) are shared with the central server, ensuring privacy 
compliance. 

Differential Privacy for Secure Federated Learning 

To prevent model inversion attacks, we add differential 
privacy noise to the shared gradients: 

      (5) 

where  is Gaussian noise added to protect 
sensitive transaction details. 

The GNN model was trained using Adam optimizer with 
a learning rate of 0.001, batch size 128, and L2 
regularization (0.0001) to prevent overfitting. Training 
was conducted for 50 epochs, with early stopping applied 
if validation loss did not improve after 5 epochs. 

E. Explainable AI (XAI) for Model Interpretability 
To ensure the model is regulator-friendly, we integrate 
Explainable AI (XAI) techniques such as: 

• Feature Attribution (SHAP values) to determine 
which transaction features contribute most to 
fraud classification. 
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• Counterfactual Explanations to analyze why a 
transaction was flagged as fraudulent. 

Given a transaction vector , the SHAP value for feature 
 is computed as: 

 

       (6) 
 

where  is the set of all features, and  is the fraud 
detection model’s prediction using feature subset . 

The dataset was split into 70% training, 15% validation, 
and 15% test sets. Five-fold cross-validation was applied 
to ensure model robustness. 

F. Novelty and Innovation 
This research introduces several innovative aspects: 

• Adaptive GNN for real-time fraud detection, 
which dynamically updates fraud patterns in 
transaction networks. 

• Federated Learning for privacy-preserving fraud 
detection, ensuring data security while improving 
fraud detection accuracy. 

• Explainability via XAI, allowing regulators and 
financial analysts to understand model decisions. 

• Differential privacy in FL, enhancing security 
against adversarial attacks. 

4. RESULTS 

A. Dataset Description & Preprocessing 
For the experiments, we utilized the IEEE-CIS Fraud 
Detection Dataset, a widely used real-world dataset 
containing transactional data for credit card fraud 
detection. The dataset contains: 

• 590,540 transactions from two years of credit 
card operations. 

• IsFraud column indicating whether a transaction 
is fraudulent (1) or legitimate (0). 

• 400+ feature variables, including transaction 
amounts, device types, and geographic location 
data. 

Data Preprocessing Steps 

Before training the model, we performed the following 
preprocessing steps: 

1. Handling Missing Values – Missing values were 
imputed using the median for numerical features 
and mode for categorical features. 

2. Feature Scaling – Continuous variables were 
normalized using Min-Max Scaling. 

3. Categorical Encoding – Categorical features such 
as DeviceType and ProductCD were encoded 
using one-hot encoding. 

4. Graph Construction – We built a graph structure 
where: 

o Nodes represent users, merchants, and 
bank accounts. 

o Edges represent transactions between 
them. 

Figure 1 shows the distribution of transaction amounts 
before and after normalization. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1.   Distribution of Transaction Amounts 

B. Performance Metrics 
To evaluate the fraud detection model, we used the 
following metrics: 
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1. Accuracy: Measures the overall correctness of 
predictions.  
 

(7) 
 

2. Precision: Measures how many predicted fraud 
transactions are actually fraud.  

 
              (8) 

 
3. Recall: Measures how many actual fraud cases 

were correctly identified.  
 

(9) 
 

4. F1-score: Harmonic mean of precision and 
recall.  

 
              (10) 

 
5. AUC-ROC (Area Under Curve - Receiver 

Operating Characteristic): Measures the ability 
to distinguish fraud from non-fraud. 

Table 1 provides a comparison of our proposed Adaptive 
GNN-FL model against baseline models such as Random 
Forest, XGBoost, and Deep Neural Networks (DNNs). 

TABLE I.  PERFORMANCE COMPARISON OF FRAUD DETECTION 
MODELS 

Model Accuracy Precision Recall F1-
Score 

Random Forest 92.1% 87.3% 75.5% 80.9% 
XGBoost 93.5% 88.9% 78.1% 83.2% 
Deep Neural 
Network 
(DNN) 

94.2% 90.1% 80.4% 84.9% 

Proposed 
Adaptive 
GNN-FL 

97.5% 94.3% 92.7% 93.5% 

 
Model AUC-

ROC 
Strengths Limitations 

Random 
Forest 

89.4% Fast, interpretable High false 
positives 

XGBoost 91.2% Handles 
imbalance well 

Requires feature 
engineering 

Deep 
Neural 
Network 
(DNN) 

92.6% Learns complex 
patterns 

High 
computational 

cost 

Proposed 
Adaptive 
GNN-FL 

96.8% Captures fraud 
patterns, preserves 

privacy 

Computational 
overhead 

 
Performance metrics for Random Forest and XGBoost are 

based on [1,2], while Deep Neural Networks results are 
taken from [3]. The proposed Adaptive GNN-FL model 
outperforms these baselines in key metrics, as 
demonstrated in this study. 

C. Graph Neural Network (GNN) Performance 
Visualization 

To illustrate how GNN embeddings separate fraudulent 
and non-fraudulent transactions, we applied t-SNE 
dimensionality reduction to the node embeddings. Figure 
2 shows the 2D visualization of transaction embeddings. 

D. Federated Learning Model Convergence 
Figure 3 demonstrates how the federated learning (FL) 
model converges over multiple training rounds. We 
compared the global model trained with FL to locally 
trained models at individual institutions. The FL model 
achieves higher accuracy with fewer training rounds due 
to collaborative learning. 

E. Fraud Detection Confusion Matrix 
To assess misclassification rates, Figure 4 presents the 
confusion matrix for our proposed model. Fraudulent 
transactions are well-separated, with low false positives. 

F. Explainable AI (SHAP Values) for Model 
Interpretability 

We used SHAP values to show which features had the 
biggest impact on fraud detection decisions. Figure 5 
presents the SHAP feature importance rankings, showing 
that transaction amount, frequency, and merchant trust 
score were the top contributors. 

The Adaptive GNN-FL model achieved statistically 
significant improvements over baselines, with an F1-score 
improvement of p < 0.01 (95% confidence interval: 
±0.3%). 

 
 
 
 
 
 
 
 
 

 
 
 
 

Figure 2.  t-SNE Visualization of Transaction Embeddings 
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Figure 3.  Federated Learning Model Convergence Over Training 
Rounds 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

Figure 4.  Confusion Matrix for Adaptive GNN-FL Model 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5.  SHAP Feature Importance Analysis 

To evaluate robustness, we introduced adversarial 
modifications in 10% of transactions. The Adaptive GNN-
FL model successfully detected 92.1% of adversarial fraud 
cases, outperforming traditional ML models, which 

dropped below 80% accuracy under adversarial 
conditions. 

G. Performance Across Different Fraud Types 
Fraudulent activities in financial transactions manifest in 
various forms, including credit card fraud, money 
laundering, and transactional fraud. Each category 
presents unique challenges, requiring specialized 
detection mechanisms. To evaluate the robustness of the 
proposed Adaptive GNN-FL model across different fraud 
types, the dataset was categorized into three major fraud 
classes: 

Credit Card Fraud – Unauthorized card transactions often 
characterized by abnormal spending patterns. 

Money Laundering – Complex transaction sequences 
designed to obscure the origins of illicit funds. 

General Transaction Fraud – Suspicious fund transfers or 
high-frequency micro-transactions. 

Table 2 presents the detection performance metrics for 
each fraud category, highlighting the model’s 
effectiveness in identifying different fraud schemes. 

TABLE II.  MODEL PERFORMANCE ACROSS DIFFERENT FRAUD 
TYPES 

Fraud Type Precision 
(%) 

Recall 
(%) 

F1-
Score 
(%) 

AUC-
ROC 
(%) 

Credit Card Fraud 94.5 91.2 92.8 96.3 

Money 
Laundering 

96.1 94.8 95.4 97.1 

Transaction Fraud 93.7 89.5 91.5 95.0 

Overall Model 
Performance 

94.8 92.7 93.5 96.8 

 

Discussion of Findings 

The results indicate that the Adaptive GNN-FL model 
effectively detects different types of financial fraud. 
Money laundering cases exhibited the highest recall 
(94.8%) due to the model’s ability to recognize complex 
transaction patterns in graph structures. Credit card fraud 
was also detected with high precision (94.5%), benefiting 
from the model’s ability to capture spending anomalies 
and merchant inconsistencies. Transaction fraud, which 
often involves smaller, dispersed fraudulent activities, had 
slightly lower recall (89.5%) due to its subtle transaction 
behaviors. 
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These findings suggest that graph-based fraud detection 
methods are particularly effective in capturing 
transactional relationships, making them well-suited for 
fraud schemes involving multiple entities. Future research 
can focus on optimizing the model for more challenging 
fraud detection cases, such as synthetic identity fraud and 
insider fraud schemes. 

H. Key Findings and Insights 
1. Adaptive GNN-FL significantly outperforms 

baseline models, achieving a 97.5% accuracy and 
93.5% F1-score. 

2. Federated Learning enables financial institutions 
to collaboratively train models by sharing 
encrypted model updates, without exposing raw 
transaction data, ensuring privacy and security. 

3. Graph-based fraud detection captures hidden 
transaction relationships, leading to higher recall 
for fraudulent transactions. 

4. SHAP-based interpretability improves regulatory 
compliance, allowing financial analysts to 
understand fraud prediction rationale. 

5. DISCUSSION 

A. Interpretation of Key Findings 
The results presented in Section 4 demonstrate that the 
Adaptive Graph Neural Network (GNN) and Federated 
Learning (FL) model significantly outperforms traditional 
fraud detection methods. Our model achieved an accuracy 
of 97.5%, F1-score of 93.5%, and AUC-ROC of 96.8%, 
marking a notable improvement over Random Forest, 
XGBoost, and Deep Neural Networks (DNNs). These 
findings underscore the effectiveness of using graph-based 
transaction modeling for detecting financial fraud in real-
time. 

One of the most striking results is the model’s ability to 
capture hidden fraud patterns in large-scale transactional 
data. Unlike traditional machine learning models that 
analyze transactions individually, our graph-based 
approach effectively detects fraudulent activities that 
involve multiple accounts, merchants, and transaction 
pathways. This capability is crucial for identifying fraud 
rings, a prevalent tactic used by cybercriminals. 

The federated learning approach also played a significant 
role in improving fraud detection accuracy. By allowing 
multiple financial institutions to collaborate on fraud 
detection without sharing raw data, our model learned 
diverse fraud patterns across different banking institutions. 
This resulted in a 15–20% improvement in recall, ensuring 
that more fraudulent transactions were accurately 
identified. 

The SHAP-based feature importance analysis further 
provided valuable insights into how the model makes 
fraud detection decisions. Transaction features such as 
transaction amount, transaction frequency, and merchant 
trust score were the most influential factors. The ability to 
interpret model decisions enhances trust among financial 
institutions and regulators, making this approach more 
viable for real-world deployment. 

B. Comparison with Existing Research 
Previous studies on AI-driven fraud detection have 
primarily focused on supervised learning models, 
including Random Forest, Gradient Boosting, and Deep 
Neural Networks (DNNs). While these models achieve 
high accuracy, they often struggle with fraud pattern 
adaptability and require large labeled datasets [1]. Our 
research addresses these limitations through: 

1. Graph-Based Fraud Detection – Unlike 
conventional models that treat transactions as 
isolated events, our approach uses Graph Neural 
Networks (GNNs) to model relationships 
between entities, significantly improving fraud 
pattern recognition [2]. 

2. Federated Learning for Privacy-Preserving 
Collaboration – Many existing fraud detection 
systems are limited to individual banks due to 
data privacy regulations. Our FL-based model 
overcomes this limitation, allowing multiple 
financial institutions to train a shared fraud 
detection model without exchanging sensitive 
data [3]. 

3. Real-Time Fraud Detection – Previous studies 
often focus on batch-mode fraud detection, which 
is unsuitable for modern banking operations. Our 
model is designed for real-time fraud monitoring, 
reducing latency in fraud detection and response 
[4]. 

4. Explainable AI (XAI) for Regulatory 
Compliance – Financial regulators require AI-
driven fraud detection systems to be transparent 
and explainable. Unlike black-box deep learning 
models, our approach integrates SHAP-based 
explainability, making fraud decisions more 
interpretable for financial analysts [5]. 

Table 3 provides a comparative analysis between our 
model and existing AI-based fraud detection methods. 
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TABLE III.  COMPARISON OF OUR MODEL WITH EXISTING FRAUD 
DETECTION TECHNIQUES 

Approach Adaptability to 
Evolving Fraud 

Privacy-
Preserving 

Rule-Based Systems No Yes 

Random Forest & 
XGBoost 

Limited No 

Deep Neural Networks 
(DNNs) 

Moderate No 

Our Adaptive GNN-
FL Model 

High Yes 

 
Approach Real-Time 

Detection 
Explainability Accuracy  

Rule-
Based     
Systems 

Yes Yes ~70% 

Random 
Forest & 
XGBoost 

No No ~92% 

Deep 
Neural 
Networks 
(DNNs) 

No No ~94% 

Our 
Adaptive 
GNN-FL 
Model 

Yes Yes 97.5% 

C. Strengths and Advantages 
Our proposed Adaptive GNN-FL framework offers 
several advantages over existing fraud detection models: 

Scalability – The model is capable of handling large-scale 
financial transaction networks, making it suitable for 
banks, e-commerce platforms, and cryptocurrency 
exchanges. 

Adaptability to Emerging Fraud Patterns – Since fraud 
techniques evolve rapidly, traditional ML models become 
obsolete over time. Our GNN-based approach 
continuously learns dynamic transaction patterns, 
improving fraud detection as new threats emerge. 

Privacy Compliance via Federated Learning – Most AI-
based fraud detection models require centralized data 
collection, raising privacy concerns. Our FL model 
enables secure, decentralized learning while complying 
with data protection laws (GDPR, CCPA). 

Interpretability & Regulatory Compliance – Unlike deep 
learning models that operate as black boxes, our 
framework integrates Explainable AI (XAI) techniques, 
allowing financial institutions to understand why 
transactions are classified as fraudulent. 

D. Limitations and Challenges 
Despite its strong performance, our model has some 
limitations: 

Computational Overhead of GNNs – While GNNs 
significantly improve fraud detection accuracy, they 
require high computational resources, making them more 
expensive to deploy in real-time banking systems. 

Federated Learning Communication Overhead – The FL-
based model requires multiple training rounds across 
different institutions, leading to increased communication 
costs compared to centralized AI models. 

Adversarial Attacks on Graph-Based Models – Fraudsters 
may attempt to manipulate transaction graphs by creating 
synthetic transactions or modifying transaction pathways 
to evade detection. Future research should focus on 
adversarial defense mechanisms for GNN-based fraud 
detection. 

Communication costs and security risks in FL: FL reduces 
the need for raw data exchange but introduces 
communication overhead, especially in large-scale 
banking networks. Secure aggregation and homomorphic 
encryption mitigate adversarial updates, ensuring robust 
model training. 

Cold Start Problem in Graph Learning – New financial 
accounts with little transaction history may not have 
sufficient graph connectivity, making it difficult to detect 
fraud. Future improvements should incorporate self-
supervised learning techniques to mitigate this issue. 

E. Real-World Case Study: SHAP-Based Explainability 
To ensure financial fraud detection models are regulator-
compliant and interpretable, Explainable AI (XAI) 
techniques such as Shapley Additive Explanations 
(SHAP) can be applied to explain fraud classification 
decisions. This case study presents a real-world fraudulent 
transaction scenario and demonstrates how SHAP 
enhances transparency in fraud detection. 

Case Study: Fraudulent Transaction in Online Payments 

A fraudulent transaction was flagged in an online payment 
system where an account showed sudden high-value 
purchases after months of inactivity. The Adaptive GNN-
FL model classified the transaction as fraudulent with a 
probability of 97.2%.  

Table 4 presents the key transaction details. 
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TABLE IV.  SUSPICIOUS TRANSACTION DETAILS 

Feature Value Remarks 

Transaction 
Amount 

$9,850 Unusually high for 
the account 

Transaction 
Frequency 

1st in 6 months Long inactivity 
before large 
transaction 

Geolocation IP: Russia, 
Previous: USA 

Significant location 
change 

Merchant Trust 
Score 

Low (32/100) Merchant previously 
flagged for fraud 

Card Type Prepaid Visa Often used in fraud 
cases 

Transaction 
Approval Time 

1:45 AM Odd time for 
legitimate spending 

 

Using SHAP, we analyzed which features contributed 
most to the model’s decision. 

SHAP Analysis for Fraud Classification 

Figure 6 displays the SHAP feature importance values for 
the flagged transaction. 
 

 

 

 

 

 

Figure 6.  SHAP Feature Importance for Fraudulent Transaction 

The SHAP analysis revealed the top five contributing 
factors in the fraud classification decision:   

1. Transaction Amount – Large amount was the most 
important fraud indicator.   

2. Transaction Frequency – A high-value transaction 
after prolonged inactivity triggered suspicion.   

3. Geolocation – The significant location change (Russia 
vs. USA) contributed to the anomaly score.   

4. Merchant Trust Score – A low merchant rating 
increased fraud likelihood.   

5. Transaction Approval Time– Late-night transactions 
have a higher fraud probability. 

Regulatory & Practical Implications 

Financial institutions and regulatory bodies, such as 
banking fraud units and compliance officers, can use 
SHAP-based interpretations to validate fraud 
classifications, ensuring fair and unbiased AI-driven fraud 
prevention systems. This approach aligns with GDPR and 
CCPA guidelines for AI transparency in decision-making. 

Future Improvements 

While SHAP provides explainability, future work can 
explore counterfactual explanations, showing what feature 
changes would have classified this transaction as 
legitimate, further improving interpretability. 

F. Real-World Applicability of Adaptive GNN-FL for 
Financial Fraud Detection 

The real-time fraud detection capability of our model 
makes it highly applicable in various financial sectors: 

Banking Sector: Major banks can deploy this model to 
detect fraudulent credit card transactions in real-time 
while complying with financial regulations. 

Stock Market & Trading Platforms: The framework can be 
extended to detect insider trading and market 
manipulation, improving financial security. 

Cryptocurrency & Blockchain Transactions: Fraud 
detection in decentralized finance (DeFi) remains a 
significant challenge. Our graph-based fraud detection 
model can be applied to identify illicit crypto transactions 
and money laundering activities. 

E-commerce & Payment Processors: Online retailers and 
payment platforms such as PayPal, Stripe, and Square can 
integrate this model to flag fraudulent purchases before 
transactions are finalized. 

G. Ethical and Regulatory Considerations 
The use of AI in financial fraud detection introduces 
ethical and regulatory challenges: 

Data Privacy & Compliance – Since our model uses 
Federated Learning (FL), it ensures compliance with data 
protection laws like GDPR and CCPA, allowing financial 
institutions to collaborate without exposing sensitive 
transaction data. 

Bias & Fairness in AI – AI models can unintentionally 
introduce bias in fraud detection, leading to false positives 
in specific demographic groups. Future work should focus 
on bias mitigation techniques to ensure fair fraud detection 
across all customer segments. 

Accountability & Transparency – Regulators require AI-
driven fraud detection models to be interpretable. Our 
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SHAP-based explainability ensures that fraud 
classification decisions are understandable by financial 
analysts and auditable by regulators. 

6. CONCLUSION 

A. Conclusion 
Financial fraud detection remains a critical challenge in 
the modern financial ecosystem, where evolving fraud 
tactics continuously exploit vulnerabilities in digital 
transactions. Traditional fraud detection models, such as 
rule-based systems, random forests, and deep neural 
networks (DNNs), struggle with real-time fraud detection, 
lack interpretability, and require centralized data 
collection, which raises privacy concerns. To address 
these limitations, this research proposed a novel fraud 
detection framework that integrates Adaptive Graph 
Neural Networks (GNNs) and Federated Learning (FL) to 
provide real-time, privacy-preserving, and highly scalable 
fraud detection. 

Our experimental results demonstrated that the Adaptive 
GNN-FL model significantly outperforms traditional 
fraud detection techniques. The model achieved an 
accuracy of 97.5%, an F1-score of 93.5%, and an AUC-
ROC of 96.8%, marking a notable improvement over 
existing approaches. By leveraging graph-based learning, 
our model effectively captured complex relationships 
between users, merchants, and banks, allowing for 
superior fraud pattern recognition. Additionally, Federated 
Learning (FL) enabled multiple financial institutions to 
collaboratively train a fraud detection model without 
sharing sensitive data, ensuring compliance with privacy 
regulations (GDPR, CCPA, etc.). 

Using Explainable AI (XAI) and SHAP analysis made 
fraud detection more transparent and compliant with 
regulations. This ensures that financial institutions can not 
only detect fraud with high precision but also understand 
and justify fraud classification decisions. 

Given its scalability, privacy-preserving capabilities, and 
real-time adaptability, our proposed framework presents a 
viable solution for banking institutions, e-commerce 
platforms, cryptocurrency exchanges, and financial 
regulatory bodies looking to strengthen fraud prevention 
systems. 

B. Future Work 
While the proposed Adaptive GNN-FL framework 
demonstrates superior fraud detection capabilities, there 
are several areas for future research and improvement: 

Enhancing Model Scalability: 

• Although GNNs are highly effective at fraud 
detection, they require high computational 

power, making real-time deployment challenging 
for high-frequency trading and large-scale 
banking systems. Future research should explore 
graph pruning techniques and efficient GNN 
architectures to reduce computational overhead. 

Adversarial Robustness in Graph-Based Fraud Detection: 

• Fraudsters may attempt to manipulate transaction 
graphs by introducing fake transactions or 
synthetic accounts to evade detection. 
Developing adversarial defense mechanisms for 
graph-based fraud detection will be crucial in 
strengthening fraud prevention. 

Optimizing Federated Learning for Financial Institutions: 

• While Federated Learning (FL) allows financial 
institutions to train fraud detection models 
without sharing raw data, it suffers from high 
communication costs and model drift. Future 
work should explore asynchronous federated 
learning and secure aggregation techniques to 
improve efficiency and stability. 

Integration with Blockchain for Decentralized Fraud 
Detection: 

• Given the rise of cryptocurrency fraud and 
decentralized finance (DeFi) scams, integrating 
our model with blockchain-based fraud 
monitoring could enhance fraud detection in 
smart contract transactions and decentralized 
payment systems. 

Bias Mitigation & Fairness in AI-Driven Fraud Detection: 

• AI-driven fraud detection models may 
unintentionally introduce bias against certain 
demographic groups. Future research should 
focus on fair AI algorithms and debiasing 
techniques to ensure fraud detection models 
remain equitable and unbiased. 

Real-World Implementation & Deployment: 

• The next step in this research is to collaborate 
with financial institutions for a real-world 
deployment of the Adaptive GNN-FL model in 
banking systems, assessing its performance on 
live transaction data. 
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